S =X e OB T T TR % R i A
w O O Wl N1l W M M M

JUSWISBOUDW D8IU] PAUIUN VLW

e

L o
rrrie
LB S
s )0 ¢
10004
-
s [
2 o]
» 3
-~ - sessree el
- o *
ut o 4 )& £ ) 3
. * ‘ 0368 030693 L
5 é 4 .
. . teverred - 444 44 ) 9908080080000 0000
srbe e e e L + + 4 ¥ _ ’
v R - c A c e - ;o s s e re s e
o B o +
. P .
" - +
o *
*
- T—
3
\,,,.,. w\,.
3




P | (L) sloobl) wldeSads igol Clsgsgs o2 LSy iy so

Jisz6
QOS
WAF
o | VPN
Lo le'm l:SJ?S FailOver / Load Balancing
IDS /IPS
4 cslal
aSd sl g e
b ‘51'7%,‘31)-‘“"
o o S
b

- S EER

- DNS 6535 g /!
b oy

P LN EY N - el u:ﬂ
— ok
DHCP/DHCP
Services ()7, i
NTP
Jizes sladslialss cy po

Routing Accounting

Ol s

.

.

D=l

25350 2 Olge bl el o) G Slagilly I Lassl jolay
23905 0Ll

5 el ML 4y i) cad (b ol Jlo asbie B3 @
9 mgng eglr Sl g oy (sladeds G b Jl laljdlesen
@9 2 Ol B g sl S b plejle g pial @
Sl g )l poed JB gle RS 5 copre Sl pac @
Ol bauwgs (o5 35b13) (2L y>

Wb sl ol @ln sl 030zl 2,508 liee 0pS 31 (el pac @
ot § S ) GBOS) (5253) 5 S NSl pas @

Hedj)l sy Codyl b (8l (ligg) e parass (ISl pac @
ol b elas

ol cilizen $Ty0 3 oo Nl 5 3ol LU sy Sl pie @
celbgli b L) 55 sasme oolizl e b (sligy s ko 31 ©
kB 223k 350

Sid 3 e 2l Pl 4 MBS g 50 Bl " LSl g2 pac @
e Ll

9yl wlie okl Caa )5 Cagn ] il sl Sl pas @

(Biao) losil s sleSais ol Slasgs 62548y s | P

QolNdo

B silogho sl e cslhoal s plis itilols ol ol 15 oSilMLY
oS el (B8 b ojoyal 28 )18 chlis 3)90 2l g 039 Cen]
e el b amulgd b mlBy dbol fusls oo 4 Slg e o Slabl
St b g Shos S0 & lejles b g s &2 ol (3035 b 05
5 Laglejlo 3 ool Jilo o 2925 il 039 450 b 5 Gl bawg
e S 4 5500 Sl

el il 928 )3 ol gz sladles 2SH Billae Lly ppen
3 85 el 4 Pl ot Al 331 15lBES5D 0y 8 S
SaSud (Sl Oluagd aa LSy Cu el (giluodly
rSsl 5 45ud il el B b (ol il e o) (Line) (sl
@5 B> & gl syl Ble 5355 ) (s pS ol jloma et sladsds Sl
A cgogas s S5 53 plejle She o ol L) ol Sl
ogore ol g (b slie) (5] @l dinge Sy e (Il s
il clas,S )5 ) pel copml ke )l copse
o 303903 (Sl ol sy i 5 el &) g ) Copas
lorege & il (Slblos 5 (AL Lo 3 Jpame e )
el 03505 5l



| (L) isloulyl slanSuh ol il 3g3 a2 LS, iy a0

Jlos=ls Jojlo
SMas (3,5 dg3ums 5 one et (sladgis ] 4S5l 5 Ikl raSid coel e o el (3905 eal8
b o sl L

(.../Internal/External/DMZ) julas lawly pa caa el calises zolaw iy culilB
( Port Forwarding, Static NAT,Outbound NAT) Az ¥ <o NAT 530086 L 5,550
ool o gL IP (slo oy s o0 ol 5ol (bl 2 398 cslap 35150 S el iy p5 ol
basly (JSSg ade gl slocsy
bl lasly pa S8 4 el glacasls Slogl el
Aads g e IP ;5‘-"’w;>i .
Sn e
(€032 039300 dn JS5g 0 S5 4 03 95 (slaygy 0 o) dualle 5 laso Cjp 0led @
bo Jolo s @
(Rule) o218 ya o3l & (Gateway) ojlg)> olazd] culls
oxcl8 y sl5l 4 TOS slass ojlas olulid cubils
oxcld o (¢l (State) SV das 38 sga000 cull
03e8 o (gl gaiile; Jlos! cbls
(Aliases) ool g o g or 5 iy Aol jn ool (olhs £ISP 5 sk, ol
sxclé ya ljl & TCP sbFlag Jlos! culls
gl b (s sloosiSsgiome ol (QOS) (g Sl i cslasialy b Jos! okl
oxcld o (glyy o g o
i 3 "3 g bl e 13 0128 o siluplSan pis L (SYnC) (sjluplSan cisps ol

(Fail Over) ¢ )luxy

(Uizn) loslyly (sloaSash Litgiol colsngs 62,4y Carppdo | 2

laso Mo 1000 (SS9

ol 25 g5 4 e Jyass 3y pazie g IS oSk Sl S

Olejb 5l iwtel (o)l dolinlys 5 Silojoiil Jle (sl 51 (8 el 1)l
oleMb| g)5ks

A Sl plodyd praasie g o NolS @50 & Jpaze W5

P red BB g ools copie cun BNl Sy s copr oy
Sa s

ijlmgj)li S i S lascie b g)l38l Coin pranw 03, A ll>

3 peie Coppe 58 538 s ) Ve sl
3o g (a5 51 Sl Sy
oy el 5 08 5 Gl )l b 3958 5l g Sloa S ) Sy
35
F e () ¥ cod Cogn sl e Sl
Ssn® VPNE L Coga ol pugw s
oSl g o 5 A b by gy Copa o slalil ol
(... / Trace Route/DNSlook up/ SNMP Packet Capture)
5 (GateWays) Wojls)> s 4> (<l Load Balancing gy <)) Sl

B elyg e g Loy



V| (L) sloslil boeSais ol Sl sysgs 62,48y Sy jso (Lin) sloslyly slaosiais ol olsy3g5 02 )Sy Capyso |

v

o=l po Jojlo

ojls> otz del culils o
Sl g oo bl cukld @
(LoadBalancing/FaiOver/T.oadSharing) s jls)> (saes,S bl
TPVE (sl ojlg)0 sl clls o

AS H
el (Sl =a g No dgjLo U9 =t sigpz o Jg Jlo Y o) a5 RIP jl oy o
: i - N S & OSPF S5y il Slunty ®
: slap 5 o sl sk Sy e cubls
Sl pj o0 8L Gl parass 5 copie cl HFSC, CBQ) 5 Jols (siisloj (slap sl 03,5 Jub ekl 5 o BEE K § ety

0S oS Copde @
{05l el oo Loy  +Ij) & (FATRQ, PRIQ

oyl o ; oaeld yo b asdly Bubad S5 ()5 Wl 5 By < Sl
b sligg polaisl el o )
S b )l el & Kl zols on . RO HICH A )y YLl odnlie Sl @
055 2 b )l il & Sesl] ol e Gl o St i gl i Ul oMl g 025 51,5, odalia o)
Sugn il lojed g Lanly Lz (555 2 0028 Ky Jloc! bl 0

Luly o sljl 4 598 clcio
0o bl (Limiter) WoauSsguome glgl ciypn 5ol L5 @ (Fail Over, IP Alias o 3) (sjlome sl ool glyil iy <kl @

32l Packet Loss ¢ «pdl duae oyl dise wyal il 0o Laly 4 silome sl ol olaisl el o
Ay ol g (S5 oyl &g Loyl ol el @

NAT (slapilSe glgl )3 byl ol 5l oslizl cbls

g S Ly g Bucket plo ccao
Jlopld asled 13 o Cy pos (sl yialyb 5l ookl clild @
s (5N Cond 3 acho Cundy Jl (oS85 bl
oy gy il & pols Wb poye )5 S bl o

(3%

b e dwg 1> ol Capr chauly S bl GBIP L 5 IP lgis 4 odlitul el o




1
|
9 | (L) 1ol GleoSit ol S13y3g5 02)LSy S s (Lizo) slosll ) slavoSnds il ol 5305 02 LS5 g povo | A
\ |
% ’A
. . H 4 E
Fail over / load balancing Jg_jlo ’ “' —
P g : R - | L) ‘ ) “‘ N “ 1)
ojlgy g0y S culls @ \ e \ .
03,5 o slmojlyyd sucuglyl cobls o \ — . LY WAF g jlo VPN Jg jlo
(Load Sharing ) ojlg)> x> 5l ;lejen edlinul culls e B
S 31 o purg o 5 Uaojls > bl oyl s 5 as o e Sl e oozl o —— Py sy e ayg Gy Sl e Lo Sl ol s o5 b )5k 0
0dudy Lo -
(Failover) s 590 <o pio (gjloodly Cugs ko ol8awd s o (Syne ) (giluplfon culld o f 9.J Saaio (gilme s bine Cin s Sl @ IPsec, PPTP, PPPoE, L2TP, SSL VPN, IKEV2 (¢l IS5y 5l Slazzy o
L g 336 oljee 251 Packet Loss o) wjlgyd 39 Down z el s bl csla ol jlodlas ol o ’ http, https (sls JSSg 5 <o 5 el @ L2TP / Ipsec
[T DG / Reverse Proxy eds jl bty o S 3,5 Kill cubld b M olpls 5 ¥l asnlite el
DMZ L 5 (Zone) ailaze & 3535 Sedlyi cuger (b (£l g0 2 bt s bl @ IR0 ceboyss el S melc OWASP pgposy islsi s @ (Ipsec,SSL VPN) el (55510 o ol sl 1 oSl @
Jly k6 sl 3 ol 09,8 ozl el o b Gl omagiay B o ol Foree el ity 0 a il ity ol e b sl e e 5 Ly S5 o
Ly o (sl ojlgyd 09,5 Jolazil el o e (slayg ol aelsd Loy p Sl o VPN eYlasl

HTTPS  HTTP cla jugpw s <ol o VPN oYlasl aisee (el aslgd slou) cga g ol w25 b s )55k
e Gla g lp eVl Cps cubl e et Sl A elgh sl cer Sl O e 2 L)L
Gl Cusr el aY Gl adlsl clllE . VPN oYl

kel olg criile e 4 laojly)d ypas bl e

398 IS sl eyl 1Al pa Sl cublB e

Silsllon g bl (25 pasite b e

ICMP, TCP, IITTP, HTTPS, SMTP :lawg b, jiell o
GilolSon S olSiwd 93 o odlatul )50 bawly iy culilE @
Lo cla Jo5lo aon (glp TailOver ciy i culls o

o il eslizul g

Jlge Gl sl g oy Sl e
Sy (eolazl cud s




slesbily #ﬂ%ﬂlﬁ@l&-\y 02 LSS o e

o35 Ly B 5

4Ly aelsd (3ge3 JUb 2 b Jlb el

s O &IPS (505 Jlb g 455 )2 39290 (Sl g iy bl

2935 J5b> (slygpm 1 535 Sjges TPS JleMbl SOl oy gy 4 bl

7 s e S0 (el A S0 20 g b5

M &9 4 TPS 3,515 5| 5 lau s 5 5158 1) bl

TPS g basgi 03 Ssh slapljee S e 5 0salia colls

B (VPN oYLl o(sjlome (gl g caiald dP ool ) (g9l s o Ly i clsll
TIPS buwg oy pis Cg dlazel

IPS Lawsss (o2 pis S 0ol (53elS ofl5 bl o 38 i n 5 el

BlS,0 > Multi-Threading j1 ity

(55 28 (9 1Y posey sy (s a8l

Emerging Threats Pro )lgl Y pssey aslsd 0 sl

Le ol 5528 15 (sl g0 51 Wiy Slig el

e flaiS 5 o g5 gy J xSl sl Aljg) g 0B Y B+ b Ll
(615,300 e 5l) IDS/IPS Jsslo 55 51 oSy bl oSl

(Liso) loslyl ) slavoSuus ismol Slsgsgs 02 LSy Cupdo |10

IDS / IPS Jg jlo
slesl clbB b by o sljl 4 TPS sl ciy p culiB

S e P ]

Dos, DDos, Session Attack, Sniffing Scanning, : , a5 jase fo &M os ©
... ,Phishing, SQL, Oracle, MySQL, Web

.. s SpyWare, MalWare Spam, Worm da 55 dees g 5o sl2as’

L Exploit gl
DNS, ICMP, Netbios, Rpe, Telnet, FTP, 1 y s g pao p (S0 o> glgil
S s 5 kol 43l 4a6 jl i 5o . SNMP, SMTP, POP3, IMAP, SSIL

Aalauly spdas (68 slo b e (Aliases) (5w 0350l p3lis iy o5 Sl

o St 3 Edgtes S g iy AP el 3] dag iz

H

S 5B Jojlo

S 3 gt S ol By )3 4SS S e lag e g ol L) ISl e
DNS Lookup Ping, Tracert, Packet Capture, ARP Table, SNMP : y,la; oS

Service



[1#] (Uiso) sloably sloSais ol ol 53g5 02485 Cu s

S 151 Jo. _}Lo

(o5 o ) 2l i (o bl o B o

Sln 5 VPN i s jlial o) (clagions 25 b )55

XDSL 5 LAN, Dialup (55 05,5 5l iy coblé o

Windows Active Directory / Linux LDAP Server j| s )lS" (slaog 5 5,5 Tmport caa LDAP I jlas, o

uﬂM’] Q‘)f)lg oS lj oamlie 5 ) AJ“)ﬂ ‘A)“J" ‘J‘l“—'-l «‘;.)\,SB fb ‘PL’- :J“L" &5)'«‘)[{ uliliﬁﬁ iy el e

28 bogS il alale ( Suim cailiy) (ol g o Sloj g (Sl 2 Slacudgizme oy bl

25 b 0g)S olil a4l o S sy 8L y3 5 Sl b (258 Cadgime iy e

S L 05 Sl &y el VF &gy azin pbl 53 Lol loj cullll @

Gl pb G sl lesen Jlal slaws Gy pus clils @

G pb & (- g aym €9 W SSpn s AP) o3l olasb] el e

2 LosS slil e (.o PAP CHAP) cugn ol ae gy el @

03,5 b S @55 5 9529 plSin anlio e g amiho ol iy LS e

)l g0 & Sl (el gzl plo iy LB e

LISl 31 oslii sl g Router, Access Server, RRAS, Linux, VPN sl ()8 cbalS ] (i clls o
Ln Sl

JusT s (20 R B > (las ©jgear ol Gy el o

VPN gl Jiy oSy Jols agno] slossa ) ilzy o




HE‘ (Uiso) glosbily slooS it iinl 134385 02 )45y B o

g

sdass
il it
Mita llrln‘ﬂ(f

wxM/mﬂQ’a’/adapW

i ot

i D
i 5 .
litsi BongeSepimgizgl T
e i) L

o
e
R ——
P, o P S et e e e
el iy S
ey e
RIS
Ereny

S s
ety il g
DA~
Ww»mmzmm,...ﬂ»,w
AR

R ———

st o |

(tiz0) sloclyl 5 (sobbS it ol g 02,48y Cpado [1F]

BGP, OSPE, RIP V1.2 (¢la S35 5l sy

(Dynamic) by, g (Static) b p55l8e coxs (Routing) ol ywee sl ol Sl codlé

e sboojly ) o (Default Gateway) (5,8 i ojlg)d iy cuhl

Ping Time, Packet Loss l3s0 ¢339 Down J i’ caer ojlgys po elj) 4y yszle ool iy o el
Bridge, Link) | Q--Q. GIF, GRE PPP-X (sLa sl Jlocl lSal 5 ol g iy 5 e bl
Lawly <13l & (Aggregation

Ly o ol 5 WVLAN bl el

laly (gaues S <ol

(Static, DHCP, PP, PPPOE, PPTP) oL YLl glsil bl 5 Lauly 15 Uiy o5 bl

by o sl 4 e (anass el g DICP g5 kel cubld

DHCP Relay S5y, il Slaziy

REC2136 g ys 5 DNS 3500 slons] bl

(DNS Forwarder) 5 DNS oy JUs! iy o cbld

PPPOE, 5 o5 ol

NTP g o5 bl

oS GO 9 Jojlo



i R 4 £ e
L waw awew 55

J

S glaoliwl (Gl oSuud s (50 S Cuge [iiellelel e e

= g e
" = oo §

— Gl e — 000

= v = W . sse

Y - ey

L e e e T ¥

GMM I_IDLLUJJJ J)Ls_HJISCL.g.?
S, U bhuwgio

Advance sxu

:‘pﬂ"#&g‘!‘ (®)

2% [OPRCE e Y}

P 3 >lg el o Syl 595 (293> (51 ol y3ollo oyl sg5 1 ST
AAQVo PV : yuS3 AAQVoqP§ : yals
www.mitautm.com : Ll culw g info@oanc.ir — www.oanc.ir

"
&
e
i



